IPVv6

i
N
i
o
N




%+ |[Pv6 DDo0S
+ |PVv6
+ 4G/LTE IPv6



+ DoS Attack ( )
\Y
+ DDoS (Distributed DoS- )
Vv
(Botnet )
+*
V Spamhaus
300Gbps DDoS (2013)
V - (Anonymous Asia )
(2015 July)
= pEE(E é%g—_—i\(eﬁus/z

g FTF N 5 your life 3.



V loT DDoS - Miral

I Brian Krebs (620Gbps)
(2016 Sep.)

[ OVH (1 Tbps) (2016 Sep.)

+ DDoS ISP
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+* IPVv6 DDo0S
V CDN CloudFlare World IPv6 Launch
IPv6 (2013

April)

V Arbor Network 2012

IPv6 DDo0S 4% IPv6

DDoS 2016 9%

V IPv4 DDoS (500 Gbps) IPv6
(6 Gbps) (Arbor WISR 2016 )
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#+ 2015 |IRCCloud IPv6 DDo0S

V IRCCloud IRC
4
A ~ 20,000 active outbound IRC connections
A ~30 servers, in managed and cloud hosting

V IPv6 65% outbound IRC
IPv6 unique IPv6

V IPv6 DDo0S
IRCCloud gigabit edge
ports (2017 7 )
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Linux loT boxes IRC botnet
DDo0S

29 Oct 2016

It's a Kaite
NOI!
It's a Linux/IRCTelnet (new Aidra)! ..a new coded loT DDoS botnet’

Summary

This post is a report of what it seems to be a new IRC botnet ELF malware, that is
obviously used for performing DDoS attack via IRC botnet. It was coded with
partially is having specification as per Tsunami/Kaiten protocol, but it is a re-
coded one with the different way, with adding some more features in messaging
and malicious/attack vectors used. The malware (the bot client) is designed to

aim loT device via telnet protocol, by using its originally coded telnet scanner
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V IDS Firewalls  Blackholing and Router filtering
DDoS Cleaning  Over-provisioning

\V/ IPv4 IPv6-only
V IPV6 ( ICMPv6 DDo0S)
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+ CVE2016-1409

V The ND implementation in the IPv6 stack allows
remote aftackers to cause a DoS (packet -
processing outage) via crafted ND message

V ' ISP

+ CVE2016-10142

V An issue was discovered in the [IPv6 protocol
specification , related to ICMP PTB messages.

V IPv6 atomic fragments

Fragmentation -Based attack
IPv6 Atomic Fragment
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CVE-2016-10142

Vulnerability Details : CVE-2016-10142

p

An issue was discovered in the IPv6 protocol specification, related to ICMP Packet Too Big (PTB) messages. (The scope of this CVE is all affected
IPv6 implementations from all vendors.) The security implications of IP fragmentation have been discussed at length in [RFC6274] and
[RFC7739]. An attacker can leverage the generation of IPv6 atomic fragments to trigger the use of fragmentation in an arbitrary IPv6 flow (in
scenarios in which actual fragmentation of packets is not needed) and can subsequently perform any type of fragmentation-based attack against
legacy IPv6 nodes that do not implement [RFC6946]. That is, employing fragmentation where not actually needed allows for fragmentation-based
attack vectors to be employed, unnecessarily. We note that, unfortunately, even nodes that already implement [RFC6946] can be subject to DoS
attacks as a result of the generation of IPv6 atomic fragments. Let us assume that Host A is communicating with Host B and that, as a result of
the widespread dropping of IPv6 packets that contain extension headers (including fragmentation) [RFC7872], some intermediate node filters
fragments between Host B and Host A. If an attacker sends a forged ICMPv6 PTB error message to Host B, reporting an MTU smaller than 1280,
this will trigger the generation of IPv6 atomic fragments from that moment on (as required by [RFC2460]). When Host B starts sending IPv6
atomic fragments (in response to the received ICMPv6 PTB error message), these packets will be dropped, since we previously noted that IPv6
packets with extension headers were being dropped between Host B and Host A. Thus, this situation will result in @ DoS scenario. Another possible
scenario is that in which two BGP peers are employing IPvé transport and they implement Access Control Lists (ACLs) to drop IPv6 fragments (to
avoid control-plane attacks). If the aforementiocned BGP peers drop IPv6 fragments but still honor received ICMPv6 PTB error messages, an
attacker could easily attack the corresponding peering session by simply sending an ICMPv6 PTB message with a reported MTU smaller than 1280

bytes. Once the attack packet has been sent, the aforementioned routers will themselves be the ones dropping their own traffic.
Publish Date : 2017-01-14 Last Update Date : 2017-07-10
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IPv6 Fragments

+ RFC7872: Observations on the Dropping of Packets
with IPv6 Extension Headers in the Real World

The data set is about: IPV6 web servers in Alexa top million sites Spring 2016 v , the test was done by sending IPv6 packets with
Fragmentation Header (first fragment) g

. %-age of Ratio of outcome
Number of
Test result . reachable
destinations destinati @ not dropped

estinations destination host drop
not dropped 667 513 destination AS drop
destination host drop 261 20.1 :fr';::ff;’ g:’o'psp
destination AS drop 263 20.2 ® unknown
eh filtered by ISP 2 0.2
transit AS drop 60 4.6
unknown 47 3.6
not reached 221 -

N _\ . https://btv6.vyncke.org/exthdr/index.php?ds=alexa2016&t=fh
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IPv6 Atomic Fragment

+ RFC2460:

V In response to an IPv6 packet that is sent to an IPv4
destination, the originating IPv6 node may receive an
ICMP Packet Too Big message (PTB) reporting a Next -
Hop MTU less than 1280 . In that case, the IPv6 node is
not required to reduce the size of subsequent packets
to less than 1280, but must include a Fragment header
In those packets so that the IPv6 -to -1Pv4 translating
router can obtain a suitable Identification value to use
In resulting IPv4  fragments

+* ; IPv6 Atomic Fragments (Frag Offset=0,
More Frag=0)

Original packerx

MNH—0 5

Atomic fragment




IPv6 Atomic Fragment

+* | CMP PTB with
MTU<1280" IPv6 atomic
fragments
V ICMPV6 payload IPv6

source address Ingress Filtering




IPv6 Atomic Fragment

V - mall server DNS server

A ITnternet Protocol Version &, Src:
e11e .... = Version: ©

... D222 Q22O cmee mmme mmm- = Traffic class: x08 (DSCP: CSO,

e e e - - - 2220 220 22060 QE e Flowlabel: Ox@0020000
Payload length: 16

Mext header: Fragment Header for IPwg ((44)
Hop limit: &4
Source: 2001L:b@2a:@:b::2
Destination: 2001l:ca@:1:1@1::4
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Fragment Header

Mext header: ICMPwve (S58)

Reserved octet: @x00

2008 P29 PRPea @. .. = Offset:

2001 :bB2a:@:b::2, Dst: 2001l:ca@:1:181: :4
[

2 (& byvtes
feee eeea BB, = Reserved bits: @

feee eeee 2=2-B = More Fragments: No
Tdentification: xQ2000006

[ Imternet Control Message Protocol wo
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ICMPv6 PTB with MTU<1280
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+ ; ICMPv6 PTB with MTU<1280
IPv6 Atomic Fragments

V RFC 8021: Generation of IPv6 Atomic Fragments
Considered Harmful

V RFC8200: IPv6 Specification ( Obsoletes RFC
2460)

10. Security Considerations

o Removed the paragraph in Section 5 that required including a
Fragment header to outgoing packets i1f an ICMP Packet Too Big
message reporting a Next-Hop MTU is less than 1280. See
[RFC6946] for more information.

+ SIT ( stateless stateful NAT64):
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V ICMP PTB with MTU<1280
A ICMPV6 error A
V MTU 1280 bytes ICMP
PTB
A
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AG/LTE IPV6

+ Public IP

<

Business/Residential

S N

Internet




4G/LTE

i 3 Mb/s

UDP stream
24

+ |Pv4 IPV6

::;j DEFEE ? i"? ';-2 k'.' your /ife 1¢



+ 4G/LTE
AG/LTE
V ( peer-to-Peer)
V 4G/LTE

Business/Residential

“? Bs/eNB /\/\

'L
= _d —

=




= a:—'r‘:‘n L‘-ix-\ ( e-/%g._s/[
S PESEE ";' '-1'," T i "g vour life 2(



* IPV6 IPv6
IPVv6
* IPV6 ISP IPV6
IPVv6
IPVv6
* IPv4 PG
|IPVv6
_-= hEEE E5 i Kefresh

? ? ¥ ﬁ !’-i' your life 21



Thank You

Q&A




